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Notice

Every effort was made to ensure that the information in this document was accurate at
the time of printing. However, information is subject to change without notice, and VIAVI
reserves the right to provide an addendum to this document with information not avail-
able at the time that this document was created.

Copyright

© Copyright 2018 VIAVI, LLC. All rights reserved. VIAVI, Enabling Broadband and
Optical Innovation, and its logo are trademarks of VIAVI, LLC. All other trademarks and
registered trademarks are the property of their respective owners. No part of this guide
may be reproduced or transmitted electronically or otherwise without written permission
of the publisher.

Trademarks

VIAVI and SmartOTU are trademarks or registered trademarks of VIAVI in the United
States and/or other countries.

HP is a trademark or registered trademark of the Hewlett Packard Company in the
United States and/or other countries.

Microsoft, Windows, and Microsoft Internet Explorer are either trademarks or registered
trademarks of Microsoft Corporation in the United States and/or other countries.

Chrome is a trademark or registered trademark of Google, Firefox is a trademark or
registered trademark of Mozilla.

Java is trademark or registered trademark of Oracle, Inc. in the United States and/or
other countries.

Specifications, terms, and conditions are subject to change without notice. All trade-
marks and registered trademarks are the property of their respective companies.

Manual

This guide is a product of SmartOTU's Technical Information Development Department.
This manual gives you the main information to install, start and use the SmartOTU.

WEEE Directive Compliance

Viavi has established processes in compliance with the Waste Electrical and Electronic
Equipment (WEEE) Directive, 2002/96/EC, and the Battery Directive, 2006/66/EC.

This product, and the batteries used to power the product, should not be disposed of
as unsorted municipal waste and should be collected separately and disposed of
according to your national regulations. In the European Union, all equipment and
batteries purchased from Viavi after 2005-08-13 can be returned for disposal at the end
of its useful life. Viavi will ensure that all waste equipment and batteries returned are
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reused, recycled, or disposed of in an environmentally friendly manner, and in compli-
ance with all applicable national and international waste legislation.

It is the responsibility of the equipment owner to return equipment and batteries to Viavi
for appropriate disposal. If the equipment or battery was imported by a reseller whose
name or logo is marked on the equipment or battery, then the owner should return the
equipment or battery directly to the reseller.

Instructions for returning waste equipment and batteries to Viavi can be found in the
Environmental section of Viavi's web site at www.viavisolutions.com. If you have ques-
tions concerning disposal of your equipment or batteries, contact Viavi's WEEE
Program Management team..

Vi
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About This Guide

Topics discussed in this chapter are as follows:

*  “Purpose and scope” on page xii

*  “Assumptions” on page xii

*  “Technical assistance” on page xii
¢ “Recycling Information” on page xii
e “Conventions” on page xii
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About This Guide
Purpose and scope

Purpose and scope

The purpose of this guide is to help you successfully use the SmartOTU features and
capabilities. This guide includes task-based instructions that describe how to install,
configure, use, and troubleshoot the SmartOTU. Additionally, this guide provides a
complete description of JDSU’s warranty, services, and repair information, including
terms and conditions of the licensing agreement.

Assumptions

This guide is intended for novice, intermediate, and experienced users who want to use
the SmartOTU effectively and efficiently. We are assuming that you have basic
computer and mouse/track ball experience and are familiar with basic telecommunica-
tion concepts and terminology.

Technical assistance

If you require technical assistance, call 1-844-GO-VIAVI. For the latest TAC informa-
tion, go to http://www.viavisolutions.com/en/services-and-support/support/technical-
assistance.

Recycling Information

JDSU recommends that customers dispose of their instruments and peripherals in an
environnmentally sound manner. Potential methods include reuse of parts or whole
products and recycling of products components, and/or materials.

Waste Electrical and electronic Equipment (WEEE) Directive

In the European Union, this label indicates that this product should not be
disposed of with household waste. |l should be deposited at an appro-
priate facility to enable recovery and recycling.

Conventions

This guide uses naming conventions and symbols, as described in the following tables.
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About This Guide
Conventions

Table 1 Typographical conventions

Description

Example

User interface actions appear in this type-
face.

Buttons or switches that you press on a unit
appear in this TYPEFACE.

Code and output messages appear in this
typeface

Text you must type exactly as shown
appears in this typeface.

Variables appear in this typeface.

Book references appear in this typeface.

A vertical bar | means “or”: only one option
can appear in a single command.

Square brackets [ ] indicate an optional
argument.

On the Status bar, click Start

Press the ON switch.

All results okay

Type: a:\set.exe in the dialog
box.

Type the new hostname.

Refer to Newton’s Telecom Dictio-
nary

platform [al|ble]

login [platform name]

Slanted brackets < > group required argu- <password>
ments.

Table 2 Keyboard and menu conventions
Description Example

A plus sign + indicates simultaneous key-
strokes.

A comma indicates consecutive key
strokes.

A slanted bracket indicates choosing a
submenu from menu.

Press Ctrl+s

Press Alt+f,s

On the menu bar, click Start > Pro-
gram Files.

Table 3 Symbol conventions

This symbol represents a general hazard.

This symbol represents a risk of electrical shock.
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About This Guide
Conventions

NOTE

This symbol represents a Note indicating related information or tip.

This symbol, located on the equipment or its packaging, indicates that the equip-
ment must not be disposed of in a land-fill site or as municipal waste, and should be
disposed of according to your national regulations.

Table 4 Safety definitions
WARNING

Indicates a potentially hazardous situation which, if not avoided, could result in death
or serious injury.

CAUTION

Indicates a potentially hazardous situation which, if not avoided, may result in minor
or moderate injury.

Xiv
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Description

This chapter describes the SmartOTU.

Topics discussed in this chapter are as follows:
*  “Introduction” on page 2

*  “Monitoring view” on page 2

e “SmartOTU Setup” on page 4
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Chapter 1 Description
Introduction

Introduction

Before using the SmartOTU web application, make sure your SmartOTU is correctly
installed (see the"Quick guide").

Connect to the SmartOTU via your web browser (IE9 and higher, Chrome, Firefox) from
your PC.

Open your web browser: fill your URL: http://otu-8000e-xxxx where xxxx is the serial
number of your SmartOTU (your SmartOTU is in DHCP mode by default) or http://
XXX XXX XXX XXX Where XXX.XxXX.XXX.xxx is the SmartOTU IP address.

Figure1 SmartOTU Login page

Login to SmartOTU

On the SmartOTU login page:

1 Select the language you wish to use, in the list.
2 Enter your Login: admin.

3 Enter your Password: password.

4

Click on Connect.
The monitoring view page is displayed by default

Monitoring view

The SmartOTU monitoring view is divided into 3 parts:

* The Quick access bar provides shortcuts to the main screens:
—  monitoring view
—  SmartOTU Setup
— SmartOTU system alarms
— user credentials
* The display bar shows the current measure in progress with its parameter.
¢ The table lists all SmartOTU ports with their OTDR monitoring and optical alarms

2 SmartOTU-5000 User Manual



Chapter 1 Description
Monitoring view

Figure 2 Monitoring view

. Backtothe  Selected Current Measurement SmartOTU User
Back fo the main main screen  tab menu measurement in progress  Version Credentials ~ Log out
screen and reload parameters Online Help

Access Viavi

OTU otu-8000e-5085 Website

Quickaccess |: VIAVI

bar

Monitoring view
w "BLink 1 1650 nm-30 N - 19.76 km - 32 M - 20 § I Acquisition in progress Display bar
Current fiber —
Port Interactive
orts ) Name || Geographical route Wonitored Latest monitoring Description a screen for fiber
Fiber names 1 Lnki x v 2018 Feb 9 095158 o () Critical Fiber break (10.037km FIBER CUT 2013 Febd 11:38:37 monitoring
(access —t / / ﬁ \/ T \
monitoring setu . i i isiti ; .
9 }) Fiber monffored  Date and time o Review acquisitions  pigplay Failure cause  Alarm Dgte
Geographical the last monitoring ~ parameters alarms details (Access glarm trace)

route

Quick access bar details

It offers a menu with the following actions:

SHEROIVE Reload the page and display the main screen.
. Display the main screen.

- Stlected tab menu: Monitoring view or Main Screen, SmartOTU Setup and
SmartOTU System alarm: click on the icon, you should see a Pop up box
with all SmartOTU system alarms

(Icon color changes from blue (unselected) to blue/light blue (hover) and white
(current selected)

The first gives access to SmartOTU Online Documentation and the second noti-

Help Icon: Amenu pop-ups with Online help and About SmartOTU choice menu.
. fies the SmartOTU version

Click on EEI17) to return to the main Screen (Monitoring view).

@ Edit user preferences.

Clickon =4t for modifying login and password. Click on Save to confirm your
selection.

A ENY] Quick Access for Viavi website.

Display bar

It shows the ODTR Monitoring in progress with possibility of modifying and adjusting
the current acquisition parameters.

e Direct access to the Monitoring setup tools of the current selected port.
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Chapter 1 Description
SmartOTU Setup

NOTE

D To activate the three right buttons Test now, Monitoring setup and OTDR trace, it is
necessary to select one port in the interactive screen (grey buttons turn to blue).

SmartOTU Setup

Figure 3 SmartOTU configuration

Fiber monjtoring is running Optical Switch Setup

Maintenance Tool

OTU otu:5000-00112 B
. Setup
Display bar I: - ) ’
Ethernet Setup e 7
Firewall Setup > e

v sate 10.82.10.254
Addre 103316217
bnetMask 2552552520 ons

s ¥
ds jasu net
10492132

20011112

are opiiofs  ENHANCEDSECURITY SSH_KEY_ACCESS OTU_PON PEAK_MON DUAL_OS

S fes0.222bcMteat 70

200111
siteo
20011

'\ SNMP Setup

Email Setup/1

Autotest

Autotest history

* March (2)
2018 Mar 21 16:37.34
2018 Mar 21 16:17.07

== R ¥ Download Autotest
Refresh Auto test History

e les problémes dordinateur ; 3 messages

Firewall setup

Firewall Enabled: Only input Ports 80, 443, 22 are open
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Fiber Monitoring

This chapter describes the SmartOTU.

Topics discussed in this chapter are as follows:

*  “Principle” on page 6

* “Initial setting of the reference trace” on page 6

¢ “Change the reference trace” on page 8

e “Momentarily stop the monitoring” on page 9

*  “Prohibit OTDR measurements” on page 10

*  “View of the latest monitoring cycle trace” on page 10
* “Test a fiber immediately” on page 10

*  “Short acquisition” on page 11

e “Peak Monitoring” on page 11
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Chapter 2 Fiber Monitoring

Principle

Principle

These measurements are based on two markers: A first marker placed when the trace
starts to be linear and a last marker placed at the end of the trace. The level of the 1st
marker gives the level at the network input. The difference between the levels of the two

markers gives the optical budget of the fiber.

The measurement deviation between the reference and the actual trace is compared

against threshold. If a threshold is crossed, an alarm is generated with a severity
according to the type of level (minor, major, critical) which is crossed.

Figure 4 Fiber Monitoring Principle

Major -

minor

minor 4~

Major

>Major Threshold
below the noise floor
<Minor Threshold
<Major Threshold
above the noise floor
above the noise floor

Major

minor

minor

Major

First Marker level variation from reference Last Marker level
Between minor and major threshold

Major

minor

minor

Maijor

Conditions
Budget variation from reference
< Minor Threshold

< Major threshold

Not measured

Between minor and major threshold
> Major Threshold

Not measured

> 6dB

above the noise floor
above the noise floor
below the noise floor
above the noise floor
above the noise floor
below the noise floor
above the noise floor

Major

minor

minor

Major

Result
Additional text
Injection
Injection
Injection
Attenuation
Attenuation

Severity

Initial setting of the reference trace

To set up the reference trace, from the monitoring view window:

1 Select the switch port

2 Click on Monitoring setup.

A pop up window is displayed that proposes to setup the OTDR parameters auto-

matically (Click on Manual to change it).
3 Click on Start to start the OTDR acquisition.

Figure 5 OTDR setup

i—OTDR measurement -'Por-t- 2 .
| Port Port-2

1310 nm [¥]

®) Auto Manual
Auto
Auto
Auto
Auto

Auto
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Chapter 2 Fiber Monitoring
Initial setting of the reference trace

After the OTDR acquisition is completed, it is displayed with the 2 markers automati-
cally positioned (see principle).

Figure 6 OTDR acquisition

Monitoring setup - Link 2

o5
x| §

i

700
i R A i A Wi | IIIIIIIII IIIINII \IIIIII\ I\III\II L

If desired the markers can be moved. Click on open menu ( button at the right top
corner of the trace then click on |¢)].

Figure 7 Moving a marker

Reference

The name given to the monitored fiber can be changed. By default it is set to Link
followed by the switch port number (Ex: Link 2 for Port 2)

The thresholds can be changed by setting the major and minor thresholds

SmartOTU-5000 User Manual 7



Chapter 2 Fiber Monitoring
Change the reference trace

Figure 8 Attenuation thresholds

OTU otu-8000e-5085

Monitoring setup - Link 1

Monitoring

Measurement allgwed ¥l

Name  [Link1 ] | Pot 1 | schedued 1 | Lafest monitoring 2018 Feb 8 10:35:41

Change reference 1650nm 30ns 20.22km
i |

Alarm Threshold(dB): 3 30 | BEETISENEEY Minor threshold enabled
32cm 1465 20s

2008 8187.84m
E -4.01d8
r
10 dB
0ds
——— B — (. N
-10dB

Existing H Show/Hide traces
peaks details

B save cancel
i uace

<]

(€ &@X]

Minimum leve! for markers |

-204d8
3048 5000 m 100
i L . i L .

' il i = L il '

Once the change is made click on Save on the top right of the window.

Change the reference trace

After the fiber is modified (repair, connection change) the reference trace must be modi-

fied to match the latest fiber change.

From the monitoring view window, click on the fiber name to display the current refer-

ence trace.

Figure 9 Reference Trace

Monitoring setup - Link 1 A nomonitoing

Wontoring
Name  Unkt | Pt 1 | Scheaes Messurment towed Ltstmondorng 2014 16055532
Reference trace [l 1625nm 100ns 81km 2.50m 1.465 205 Monitoring ~ Attenuation ‘ShowHide traces details

) 3]

F ¥
[ 1o

Fow

[ rom

[ 200

[ om

soom ooom tsom om0
e e e L
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Chapter 2 Fiber Monitoring
Momentarily stop the monitoring

On the right top of the window click on Change reference. The &

| € From measurement (test conattions)

current reference trace can be replaced either by a new measure-
ment or by the latest trace obtained from the monitoring scheduled. adl

After the new trace is displayed in dark blue, the change needs to be confirmed:

Figure 10 Change reference trace confirmation

After it is confirmed, click on Save to finish the reference trace change.

If the change is not confirmed, additional OTDR traces can be  c..cc.. -msmimmsmmasom s
displayed from the button Add traces. Among the displayed L '“““[
trace, the reference trace is selected with the button Change -
reference trace.

[l 1550nm 100ns &1km 2.50m 1.465 205

Momentarily stop the monitoring

To stop the monitoring, from the monitoring view window,:

1 Click on the fiber name to display the current reference trace
2 Click on Edit

3 Unmark Scheduled parameter.

4

Click on Save to register the modifications.

Figure 11 Monitoring Stop

Monitoring setup - Link 2 (]
Delete Change rference

nnnnnnnn [Elsa

ot 2 ) stest moniorng 2015 Dec 10 102537
Change s 20%m 1.25m 1485 105 Voniorng  atenuaton Showhide traces detas
[ 5 & <
wsn
a7 |
L pos i “

In the monitoring view the column Monitored is unmarked when the scheduling is
stopped.
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Chapter 2 Fiber Monitoring
Prohibit OTDR measurements

Prohibit OTDR measurements

When technicians work on the fiber, it may be safer to prohibit all the measurement on
the fiber to prevent eye damage with the OTDR laser.

Figure 12 Prohibit OTDR measurements

Meonitoring setup - Link 2

je > [ RiaX]|<]

4708
K poe ‘

To prevent the measurements (monitoring or manual) on a fiber, from the Monitoring
view window, click on the fiber Name to display the current reference trace, then click
on Edit and unmark Measurement allow. Click on Save to register the modifications.

In consequence:

— In the monitoring view the column Monitored is unmarked when the measure-
ment is blocked.

— The button OTDR trace measurement is not displayed from OTDR trace
window

—  The button Test now is not available from the monitoring view

View of the latest monitoring cycle trace

The OTDR trace obtained from the latest monitoring test is kept. It can be displayed by
clicking on the Latest monitoring timestamp from the Monitoring view window.

Figure 13 Latest monitoring test - OTDR trace

Monitoring view
OTDR monitoring ¥eront B 1310nm-300ns-79.76 km-5m-20s NORRRNRRNRENRERRRRRRRED] Acquisition in progress

Test now OTDR trace

Name Monitored Latest monitoring Seve Descaplion

© o () Crical © Fiber break (49.604km) FIBER_CUT
2 4 1909 3 ©»

L

Link 5 v

It is useful to check the current trace after a repair or to understand why an alarm is not
cleared.

Test a fiber immediately

To short cut the monitoring cycle:

10 SmartOTU-5000 User Manual



Chapter 2 Fiber Monitoring
Short acquisition

1 Select the switch Port & to be tested.

2 Click on Test now button

Figure 14 Test a fiber

Monitoring view

[

OTDR monitoring  FE¥Port2  Tlinkz

Monitored

B W -

Short acquisition

X
|5}

1650nm-30ns-1.88km-1.20m-10s

2

ARRNRRRNNRRANNRRANRRRRNRREEH]

Analysis in progress

Description

DCrilil:aI ©Fiber break (306m) FIBER_CUT 2015 Dec & 15:48:5

If a near end fault is detected, an additional acquisition with the narrowest pulse width

is automatically executed.

This acquisition is displayed in addition to the reference trace and the faulty trace
obtained with the same pulse width as the reference trace. The view is zoomed at the

near end.

Figure 15 Short acquisition

Alarm OTDR trace - Link 2

Alarm Info

Origin  Verizon Deseription  Injection failure fe 2015 Dec 10
(0m) 09:41:01

INJECTION

ncewace (] 16500m 30ns 2 05km 1.25m 1.465 105

Peak Monitoring

CAUTION

This monitoring is available with the software License peak monitoring (PEAK_MON).

Any peak shift or level change will trigger an alarm.

SmartOTU-5000 User Manual
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Chapter 2 Fiber Monitoring
Peak Monitoring

1 From the Monitoring Setup screen, click on Edit.
2 Click on Monitoring > Existing peak to open the configuration window.

3 Under the trace, the new tab Existing peaks is displayed.

Figure 16 List of monitorable peaks

OTU otu-8000e-5085 VIAVI

Monitoring setup - Link 1 ¥ wonitoring test savea

Monitoring [Elsave cancel
Name  [Link 1 Port 1 Scheduled V) Measurement aliowed ¥/ Latest monitoring
Change reference 16500m Alam Threshoid(ee) €220 |  (EEZMREIEY winor threshoid enabied SNGLT ~ Vonitorng | v Ada trace ]
30ns races
« [l 2022km fetas
32cm
1.465 205
B 1 e A=
EA® L L_,{ QI = H =| @ HH © [ reference 1650nm 30ns H > ‘
= Y
1048 ‘ H_ 31.00m -243dB _,' 1002281 m -4.48 dB H 999181 m 205dB 0.20 dB/km Q‘
048 Lr
b,
1008 N\ Minimofn level f
2008 e il 6 ""'v""\"ﬂ"—ywr|r
1 15 |
E e 5000 m wing| : 000 m |
ﬁEvents Traces [M Existing peaks
Peaks list “ o peak is selected

Minimi f monitored peaks 0.00 a8

ft (+/-) 5 Points (= 1.60

Level State =
Top (m) Top (dB) Monitored &
10,039.98 2560
10,007.53 0.80
10,198 57 231
\ 10.303.77 2075 /

The peak list contains the peaks with a level greater than Minimum level of
monitored peaks. If necessary, modify this parameter in order to reduce/raise the
list of monitorable peaks.

Peak positions can move because of environmental effect (temperature) or
network change (patch cord change). The two options below define how to
manage this change.

"Acceptable peak shift" defines the tolerance of peak position change

— "peak shift compensation" adjusts the peak position automatically if it has not
moved more than the acceptable shift. The latest peak position becomes the
reference.

4 Select one peak on the table to define the name and a threshold for this peak and
select the Monitored parameter.

Figure 17 Configuring the monitored peak threshold

Wevens ( Traces ) [l Exsting peaks

Peaks list Peak details: bottom at 10,094.33 m, top at 10,097.53 m

ariation o the peakop level (GE

Name Manhole1

S First marker distance g
31.00m 30
- . e . 28
State ame } —
b (48) ame 08
10,039.98 260
10,00753 080 v Manhole1 % e
10,198.57 231 Acceptable peak shit -28
1020377 2075 160m -Bo |1

5 Configure the threshold, in dB.
Default values: 1 dB for minor / 3 dB for major
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Chapter 2 Fiber Monitoring
Peak Monitoring

Click on the right button and select Advanced configura-
tion to manually define the hysteresis; if not selected the H

hysteresis is calculated automatically (0.2 dB).

Press Save to validate the peak monitoring configuration e l
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Chapter 2 Fiber Monitoring
Peak Monitoring
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Trace Viewer

This chapter describes the trace viewer on the SmartOTU.

Topics discussed in this chapter are as follows:

 “OTDR trace color codes” on page 16

e “Overview” on page 16

e “Details on selected Trace” on page 19

e “Adjusting thresholds for reference trace” on page 20

SmartOTU-5000 User Manual

15



Chapter 3 Trace Viewer
OTDR trace color codes

OTDR trace color codes

The color of the OTDR traces are different according to the type of trace:

e Light Blue: reference trace

*  Dark blue: latest test

* Red: Alarm trace

*  Grey: Measurement on demand

¢ Black: For injection alarm, additional acquisition to show the OTDR trace at the
origin with the shortest pulse.

Overview

Figure 18 Trace overview

Zoom Markers (Multi) Trace Details
I 1 1
Tool bar e ‘&i_@\i :I: [§ @ H“@ [ Reference 1625nm 10ns J
Open / Close
Reference trace [ 16250m 10ns 20.17km 16cm 1.465 20s the t00| bar
:Ezn 8 ;‘_‘5— Gl | ==| @] @ B reterence re250m 10ns @
[ Latest monitoring acquisition 16250m 10ns
E— 1008
=
%— 10dB .
E Open / Close trace overview
e ‘ soom ‘ ‘ |t | (15000 m .TM
[ Events Traces
[~ o ]
Optical event
y ) ) ( Length (m) Attenuation (dB) (
1 . Reflectance 50313 0.56 -39.07 021 1050313 224 224
2 T2, Fiber end 10,919.75 -16.28 026 41663 o1 281
3 L Reflectance 11,338.30 6583 41855

The Zoom tool bar allows to apply different zooms on trace:
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Chapter 3 Trace Viewer
Overview

Table 1

. Fitto content (zoom release)

'@ Fit to content (zoom release)

<X Pan and Zoom in/out with the mouse wheel

—  With any zoom tool, zoom in or out around the mouse location

A & B markers

The markers tool bar allows to get details on markers A & B positions on trace.

Figure 19 Markers details
[ el x|

‘(.‘ 141636 m -1.214dB ‘9 334776 m -166dB @ 193140 m 04508 0.23 dB/km Q
R

":E H ® [I Reference 1625nm 100ns |

Table 2
A

A marker detail with distance from origin and level
'_} Can select this tool to place A marker to a new position then drag and drop

B marker detail with distance from origin and level
Can select this tool to place B marker to a new position then drag and drop

@ Distance, attenuation and slope between A and B markers

Multi trace

The multi-trace tool bar allows to change the active trace and to get details related to
the selected trace.
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Chapter 3 Trace Viewer
Overview

Figure 20 Multi trace tool bar

i f [(_ & :.:}ig' Fl @ HJ [ Reference 1310nm 300ns
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Table 3

© Events, results, acquisition details related to the selected trace

Click in front of the Q: to activate the blue trace
H can change selected trace by clicking in front of the colored square

Multi trace details

*  Click on the color square to change the color of the trace.

Figure 21 Change trace color

v B e EERONEOE
.

j

*  Click on the arrow to change the Reference trace.
This will be modify the running test configuration.

Figure 22 Change the reference trace

Reference
Reference trace I‘ 550nm 100ns

i B 15500m 100ns |

— 10dB | [l 1650nm 30ns |
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Chapter 3 Trace Viewer
Details on selected Trace

Details on selected Trace

Showing the events table

The Events table is accessible clicking on the icon | | at the bottom of the trace (click
on the icon to hide the window). '

Figure 23 Show the details on selected trace

[CaEH[=Om] B

Displaying the events details

1 Click on one event into the table to display a cursor line onto the event on trace.

2 Click on the event number on the cursor line to display the event details.

Figure 24 Event details on trace
2 Click

Reference trace . 1625nm 10ns 20.17km 16cm 1.465 20s Show/Hide traces details
E 1 2
= 2048 ES ——IEEEY ===

End of fiber

Event details

e 1091960 m

-16.303 dB.

E0ds
=104

= 2048
WA m %000 m
L PR SR U AT

[ Events Traces

Optical event

1 C“Ck 1 = Reflectance 1050297 042 -39.03 021 10,502.97 223 223
=] 2 .. Fiber end 10,919.60 -16.30 028 41663 0.12 277
3 { Reflectance 1133404 6450 4535

e Can get optical events detail from list, from box on the top
*  When multiple events close, can move to the next event from the top box
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Chapter 3 Trace Viewer
Adjusting thresholds for reference trace

Setup details

* To display the details on OTDR acquisition, click on the Traces tab.

Figure 25 Details on trace

Reference trace . 1625nm 10ns 20.17km 16cm 1.465 20s Show/Hide traces details
e =] [ca@[<]
F L M)

1008

Acquisition P

pal’ametel’s [ Reference 20y s Doy 1825 10 20166 216 1485 20 OTU B000E 04993 811620 364

| elstmonioing  20iSDecs 1625 0 21 016 1aes 20 orusoo0E oes93 511820 84
acquisison Do:41:30

All the acquisition parameters are displayed for all the traces on screen.

First and Last markers

NOTE
D This function is available exclusively for the reference trace.

Click on #{ to open the First and Last markers tool bar:

Figure 26 First and Last markers tool bar
o [€REX]
|H_ 18.00m -134dB _H 1081800 m -420dB |H 10801.00m 286dB 026 dBkm Q|

This tool bar allows to get details on the first and last markers position on trace:

Table 4

& First marker detail with distance from origin and level
Can select this tool to place first marker to a new position then drag and drop it

Last marker detail with distance from origin and level
Can select this tool to place last marker to a new position then drag and drop it

e Distance, attenuation and slope between first and last markers

_H

Adjusting thresholds for reference trace

To modify the thresholds of attenuation for a reference trace, click on the link Attenua-
tion on the upper part of the reference trace or on the Attenuation tab under the trace.
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Chapter 3 Trace Viewer
Adjusting thresholds for reference trace

The attenuation thresholds displays on the tab Attenuation, under the trace.

Figure 27 Attenuation thresholds

OTU otu-8000e-5085

Monitoring setup - Link 1 v Monitoring test savea

Bl save cancel

Monitoring

Name Pot 1 Scheduled ¥ Measurement allowed ) Latest monitoring 2018 Feb 9 17:53:18

Change reference [l 1650nm 30ns 40 68km 32cm 1465 205 Alarm Threshold(dB). €2 (EETEERSY minor threshold enabled Existing peaks Show/Hide ([ vonitoring J |+ Add trace ]
C ’ T Q%"
E E=al 3 «a@<]
— 10d8 P
| ogs

N—"‘—(}-\.\_‘x‘
[ -10d8
Minimam markers
|- -2048
[0 5000 m 10000 m 15000 m
1 1 1

*  Default values are 1 dB for minor, 3 dB for major

* Positive and negative variation detected
*  First and last markers can be different setup
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Chapter 3 Trace Viewer
Adjusting thresholds for reference trace
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Measurement on demand

This chapter describes how to start a measurement from the SmartOTU.

Topics discussed in this chapter are as follows:

*  “Measurement on a port without monitoring” on page 24
*  “Measurement on a port with monitoring tests” on page 24

SmartOTU-5000 User Manual
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Chapter 4 Measurement on demand
Measurement on a port without monitoring

Measurement on a port without monitoring

OTDR measurement can be used prior the addition of monitoring tests to check that
fibers are correctly connected and spliced.

From the Monitoring view main screen:
1  Select a monitored Port '*!, without monitoring test
2 Click the button OTDR Trace.

3 Modify if necessary the OTDR parameters for the acquisition to be performed.

Figure 28 OTDR parameters for measurement on demand

OTDR measurement - Port 2

4  Click on Start to launch the acquisition.

When the measurement is completed, the OTDR trace is displayed and a new
measurement can be launched by clicking on OTDR measurement button.

Figure 29 OTDR Measurement result

Acquisition - Port 2

Measurement on a port with monitoring tests

From the monitoring view main screen:

1 Select a monitored Port *!.
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Chapter 4 Measurement on demand
Measurement on a port with monitoring tests

Figure 30 Port selection

Monitoring view
OTOR on demand test ¥Erons Byie% - ks 1550 nm- 10 ns - 19.71km - 16 em-20's LTI LTT T — Acaquisition in progress 2 Clle
[ Testnow ] Wontoring setup [ OTOR trace

(=] ok link v a
02
O s
O Link v ®
Os Jx v © Minor  © Threshoki crossed (10.488km) ATTENUATION 2074 J
Os v ® Minor © Threshok! crossed (10.498km) ATTENUATION 2014 Jun
O7
Os Link v 014 Jun 17 16:09:25 @
Os
O Link 10 2014 Jun 11 17:07.
On

1 Select O 12 Lok 12 v 2014 Jun 17 16:11:56 ©  (Crical  © Fioer break (14.286km) FIBER_CUT 2014 Jun 17 145943
(s )H

_»@u Link 14 v 2014 3un 17 16:13:10 o 2014 Jun 17 16:13:10

2 Click the button OTDR Trace.
The last acquisition performed by the monitoring on that port is displayed.

3  Start a new measurement by clicking on OTDR measurement button.

Figure 31 OTDR measurement
3 Click

OTDR measurement - Port 14
port

o] ceo..

By default monitoring parameters are selected for the new measurement and can
be modified.
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Chapter 4 Measurement on demand
Measurement on a port with monitoring tests
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Alarms Management

This chapter provides a description of the Alarms available from the SmartOTU.

Two kinds of alarms are available on the SmartOTU:

» the optical alarms
e the system alarms

Topics discussed in this chapter are as follows:

e “Optical alarms” on page 28
e “System Alarm” on page 29

SmartOTU-5000 User Manual
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Chapter 5 Alarms Management
Optical alarms

Optical alarms

The optical alarms are detected by the OTDR monitoring of the fibers.

When an optical alarm is triggered, the symbol O displays in the Monitoring view, onto
the line of the link onto which an optical alarm occured.

Click on the alarm icon to display a complete description of the alarm:

Figure 32 Optical Alarm in the Monitor view

Monitering view

OTDR monitoring Pirornz ", Link 2 1650nm-30ns-193km-120m-10s [ [1]] Acquisition in progress

OToR ice] v Geoprpheal

1
E 2 Link 2 Eioile_Congres_0 v 2015 Dec 10 10:38:10 o () Critieal ©Fiber break (08m) FIBER_CUT 2015 Dee 10 09:43:07

< OTDR distance

4

5 E on

G soe48m >

7 GPS: 43°STIATN 2T

o KML

Alarms are displayed in SmartOTDR Monitoring view and notified through Email, SMS
and SNMP.

Attenuation alarms

Figure 33 Fiber Cut - Major Alarm

OTU otu-8000e-5085 VIAVI
Alarm OTDR trace - Link 1
Alarm Info
0 Origin  Link 1 Description  Fiber break (10.037km) Dale 2018 Feb 9 18:00:27 GPS:  OTDR distance: Deviation from reference:
Type FIBER_CUT First marker (dB) 0.00
E O 1055 0m) NIA
e ey 10037420 o\ fautt ocation (@8)  NIA

[5hou iasisimontomg J |+ Add o

T

Reference trace [ 1650nm 30ns 40.68km 32cm 1.465 20s

108

Peak Monitoring alarm

SmartOTU monitors the peaks to detect peak degradations.
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Chapter 5 Alarms Management
System Alarm

One peak monitoring alarm is raised for each peak degraded.

NOTE

D The peak monitoring alarms are evaluated if no attenuation or fiber cut is detected
before the last marker.

1 In Monitoring view, click on the alarm description.
A window with a short description of the peak in alarm displays

Figure 34 Peak in alarm description

OTU otu-8000e-5085

Monitoring view
OTDR monitoring irot1  Bynct 1650 nm - 30 ns - 19.76 km-32cm-20 mnn Acquisition in progress

onitoring seiup ~ Geographical fle

018 Feb 8 10:21:06

2 Inthe Peaks in alarm window, click on Open alarm OTDR trace to display the
detailed alarm.

Figure 35 Details of the Peak in alarm

OTU otu-8000e-5085

Alarm OTDR trace - Link 1
Alarm nfo

Description Date  2018Feb81021:06
Type PEAK

Minor Manhole2 1019857 2018 Feb810:21:06

o [ 1650nm 30ns 20.226m 320m 1465 208

Show astest monioring

‘ | SRV
J _r | L )
=~

‘ : : : i ‘ <

1003710 038 5270 022 1003710 215
1000433 118 5473 5723
10,195,690 078 4880 0s8 10138 010
1030025 1031 085 10455 007 512
10,565.64 045 754 26530

3
2
3
4
5
&

System Alarm

From the Upper banner of the SmartOTU, click on the System Alarm icon & to display
a lost of system alarms. The available system alarms are:
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Chapter 5 Alarms Management

System Alarm

Description Severity

System file MAJOR

Local mode (Connection on SmartOTU local port) WARNING
SmartOTU inner application communication issue MAJOR

Not enough hard disk space MAJOR/CRITICAL
Module temperature MAJOR/CRITICAL
Optical Switch internal error MAJOR

OTDR Module internal error MAJOR

OTDR Module auto configuration MAJOR

Switch auto configuration MAJOR

Missing reference file MAJOR
Monitoring test drift MAJOR
Initialization failure due to hardware MAJOR
Initialization failure due to software MAJOR
Sequencer stopped CRITICAL

Alarm overflow MAJOR

30
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Alarm Geo localization

A kml file containing an unique geographical route can be associated to a SmartOTU
port. The route must be made of an unique kml polyline "linestring" and not composed
of different polylines.

That kml file can be generated from any geographical system supporting this format
(Legacy GIS, Google Earth, mapinfo, etc).

CAUTION
There must be only one route in the kml file.

CAUTION
The origin of the route in the kml file must be set at the SmartOTU location.

> P

Topics discussed in this chapter are as follows:

e “Associating a kml file to a port” on page 32
*  “Displaying the alarm on a map or in the kml file” on page 32
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Chapter 6 Alarm Geo localization
Associating a kml file to a port

Associating a kml file to a port

1  From the Monitoring view of the SmartOTU, select the port to which a kml file
must be associated.

2  Click on the button Geographical file button and select Asso-
ciate geographical file.

3 Inthe dialog box, select the kml file on your PC

a Click on Browser button Resoeiats SR geograpial s
b Select the file . "
¢ Click on Upload button info

d An Info dialog box is displayed to inform the associa- N dm

tion was successful.

Displaying the current kml of the link

From the Monitoring View of the SmartOTU, click on the link in the column «Geograph-
ical route» of the port wished.

The route opens via the application selected for kml file creation.

Figure 36 Link of the geographical route

Monitoring view
nnnnnnnnnnnnnn Virots oo 1625 nm - 215 - 048 km-Bem-205 i
CEEIED CGEED

(isplay geographical route scottsville_rd_1.0 J 172

Displaying the alarm on a map or in the kml file

Once an alarm triggers on the link, this alarm can be geolocalized on any geographical
system supporting kml format or in Google Map.

1 From the Monitoring View on SmartOTU, first click on the Alarm severity or
description to display the details concerning the alarm.

2 From the Monitoring View, the e-mail or the SMS, click on the Google Maps link
(GPS coordinates) to display the alarm position in Google Maps.
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Chapter 6 Alarm Geo localization

Displaying the alarm on a map or in the kml file

Figure 37 Alarm position in Google Maps

Monitoring view

OTDR monitoring

¥irot1

[

Monfored

1625 hm - 10 s - 1971 km- 16¢m- 205

Monitoring view

Aarm
Severty || Descrption Type
QCical  oFbertresi (105 FisER_cuT

OTOR distance:

Analysis in progress

[rcsinoe Y ortomg s Y orom rece] - cesrapneae]

(G753 78N 7573208 54 W (78535789 57315213)

E-mail
Alarm otu-8000e-sd: CRITICAL (Fiber Break)

otu-8000e-sd@viavisolutions.com
lun. 07/12/201517:53
® Syhain Desplat
1 Message | Blloc 0_1.sor (257 k8) S srtref_1sor (258 KEB) ) scottsville_rd 10 kel G KB)
RTU : otu-8000e-sd (10.33.17.111)
Alarm type: OPTICAL
Timestamp: Dec 07 2015 - 16:52
Severity: CRITICAL
Link name: Link 1 - Port 1
Probable cause: Fiber Cut
Optical distance: 10.503kM
GPS: 37.9152184 -78.5357895

http://maps.google.com/maps/place/37.
915227853579
Click to foll

91522,78.53579

3 From the Monitoring View, click on the KML link to display the alarm position in
the geographical system supporting kml format or in Google Earth.

Figure 38 Alarm position in kml file

Monitoring view

OTDR monitoring

Virot1 B 1625 bm - 107s - 1871 km - 16.m- 208

Geographical oute. Monored

v

v

Link 1

Severtty. Critical

Description: Fiver break (10.503km)
Link: Lin 1

GPS: 37.915218 -78.535789
Timestamp: 2015-12-07 16:52:59
OTU: otu-8000e-50
hitp/otu-8000e-

S0/app php#SYSTEM SUMMARY!

Hingraire : Vers ce lieu - A partir de ce liew

[rsinor Y ortomgseup Y orom rece] - cenrapneae]

Descripton

oTOR

e

-

B O
10,503.13m™> B

Acquisition in progress

Type Date.
FIBER_CUT 7165

Devia
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Chapter 6 Alarm Geo localization
Displaying the alarm on a map or in the kml file
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Configuration

This chapter describes the procedures for the SmartOTU configuration.

Topics discussed in this chapter are as follows:

*  “Configuring the LAN” on page 36

*  “Configuring the SNMP” on page 37

e “Configuring Email” on page 40

e “Configuring the Login and password” on page 44
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Chapter 7 Configuration
Configuring the LAN

Configuring the LAN

LAN settings are displayed in the Network Panel of the SmartOTU Setup:

e hostname (used if DHCP enabled)
* DHCP enabled
* |P settings

1 Click on the icon on the upper banner to access to the Network configuration:

Figure 39 Network configuration

VIAVI

quencer  Running OTU serigl number 5329 OTUversion  v5.85 OTUtype  OTUBO00E
Network
HostName otu-8000e-5329

v Gatewsy  10.33.20.1
10.33.20.158 Domain ds jdsu.net
sk 2552552550 DS 10492132

LAN setting edition

To change LAN settings:

e SmartOTU must be in local mode: your PC with the web browser must be
connected on SmartOTU local Ethernet interface (RJ45 "BCK/LOC") and you
must push the Local button on SmartOTU.

1 Connect to SmartOTU application on your web browser with the url: http://
192.168.1.1.
2 Click on the icon and click on Edit to configure Network Settings:
— the SmartOTU hostname (used when DHCP is enabled)
— DHCP can be enabled/disabled
— If DHCP is disabled, IP settings can be modified

3 Click on Save to save the settings.

Figure 40 Network settings

. isaty - 0mae s - o s
R O
,ﬁ Changing OTU ethg aoliguration will reboot the OTU'

10.33.19.254
10.33.16.120 ds dsu.net
2882852820 p 10.402.032

4 Push the Local button on SmartOTU to exit local mode.
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Chapter 7 Configuration
Configuring the SNMP

Configuring the SNMP

Up to 5 SNMP managers can be defined.
SmartOTU sends traps according to SNMP V2c.

1 Click on the icon

2 Click on Edit from the SNMP window to modify the parameters

Figure 41 SNMP settings

Snmp & save cancel
i W

30

T R

=] 3 stet-desplat aTu 162

aTu 162

3 Setup your SNMP manager.
— Download the SmartOTU SNMP V2 MIBs to add it to your SNMP manager
—  To setup SmartOTU SNMP trap, in SmartOTU setup screen:

Activate SNMP V2 enabled

b  You can activate the "I'm alive" trap to send an "I'm alive" trap every 10
minutes by default.

¢ Fill your SNMP V2 manager hostname or IP (only one SMTP manager)
d You can change the community and default port to use

4 Save the configuration and send a test trap with the Test button.

2 types of SNMP trap are sent:

— I'm alive trap (heartbeat): jdsuOtuImAliveTrap
— Optical and system alarms: jdsuOtuAlarmEventTrap

For a full description of the traps content please download the SmartOTU mib from the
SmartOTU setup screen.

Traps description

Description of the jdsuOtuImAliveTrap

The trap has 2 fields: the SmartOTU serial number and the latest alarm sequence
number.

The latest alarm sequence number is incremented for each new alarm and for "test"
trap.
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Chapter 7 Configuration
Configuring the SNMP

Example

. jdsuOtuAlarmEventEntryOtuSerialNumber: 04993
. jdsuOtuImAlivelLatestAlarmEventSequence: 11

Description of the jdsuOtuAlarmEventTrap

Alarm event trap unicity is given byjdsuOtuAlarmEventEntrySequence and
jdsuOtuAlarmEventEntryOtuSerialNumber.

Alarm identifier is given by jdsuOtuAlarmEventEntryAlarmSpecificProblem;
jdsuOtuAlarmEventEntryAlarmResource and jdsuOtuAlarmEventEntryO-
tuSerialNumber.

To discriminate optical and system alarm use the jdsuOtuAlarmEventEntry-
AlarmType With its enum values JdsuOtuAlarmType: optic(1) system(2).

The field jdsuOtuAlarmEventEntryAlarmResource give the name of the
resource in alarm:
—  for optical alarm: port=portNumber
—  for system alarm:
- module=moduleNumber
- or switch=switchNumber
- or test=testNumber
- orcpu
- orcomponentName
- orotu

Specific problem for optical and system alarms in jdsuOtuAlarmEventEntry-
AlarmSpecificProblemis given by an enum JdsuOtuAlarmSpecificProblem:

For optical alarm specific problem:
attenuation(1), peak (22)

For system alarm specific problem:

missingOrCorruptedFile(2), localMode(3), innerApplicationCommunicationProblem(4),
harddiskSpace(5), temperature(6), switchProblem(7), moduleProblem(8), module-
Compatibility(9), switchCompatibility(10), communicationTest(11),missingReference-
Trace(12), hardwareProblem(13), softwareProblem(14), measurementCycle(15),
alarmOverflow(16), genericAlarm(17),rebuildClear(18),harddiskFailed(19),harddisk-
Backup(20),powerfailure(21)

For optical alarms jdsuOtuAlarmEventEntryOpticalAlarmSubProblem give
details about the optical problem given by an enum JdsuOtuOpticalAlarmSub-
Problem:

fiberCut(1), injection(2), attenuation(3),0 if not applicable

38
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Configuring the SNMP

Notes

* JjdsuOtuAlarmEventEntryTrapData field is only given for backward compati-
bility with previous mib.

+ If afield is not available, its value is not set.

Example:
jdsuOtuAlarmEventEntrySequence: 12
jdsuOtuAlarmEventEntryOtuSerialNumber: 04993

jdsuOtuAlarmEventEntryTrapData: RTU: otu-8000e-sd (10.33.17.111):

Alarm type: OPTICAL:

Timestamp: Dec 07 2015 - 15: 51:

Severity: CRITICAL:

Link name: Link 1 - Port 1: Probable cause: Fiber
Cut: Optical distance: 10.503KM:

jdsuOtuAlarmEventEntryAlarmSpecificProblem: 1
jdsuOtuAlarmEventEntryAlarmResource: port=1
jdsuOtuAlarmEventEntryAlarmType: 1
jdsuOtuAlarmEventEntryAlarmSeverity: 5
jdsuOtuAlarmEventEntryAlarmTimestamp: 2015-12-7,15: 51: 15.0
jdsuOtuAlarmEventEntryOtuName: otu-8000e-sd (10.33.17.111)

jdsuOtuAlarmEventOpticalAlarmSpecificInfos.jdsuOtuAlarmEventEn-
tryOpticalAlarmLinkName: Link 1

jdsuOtuAlarmEventOpticalAlarmSpecificInfos.jdsuOtuAlarmEventEn-
tryOpticalAlarmSubProblem: 1

jdsuOtuAlarmEventOpticalAlarmSpecificInfos.jdsuOtuAlarmEventEn-
tryOpticalAlarmLeveldB:

jdsuOtuAlarmEventOpticalAlarmSpecificInfos .JjdsuOtuAlarmEven-
tEntryOpticalAlarmDistanceKm: 10.503

jdsuOtuAlarmEventOpticalAlarmSpecificInfos.jdsuOtuAlarmEventEn-
tryOpticalAlarmGpsLatLong: 37.9152184 -78.5357895

jdsuOtuAlarmEventPeakAlarmSpecificInfos.jdsuOtuAlarmEventEn-
tryPeakAlarmLinkName:

jdsuOtuAlarmEventPeakAlarmSpecificInfos.jdsuOtuAlarmEventEn-
tryPeakAlarmPeakName:

jdsuOtuAlarmEventPeakAlarmSpecificInfos.jdsuOtuAlarmEventEn-
tryPeakAlarmReferenceTopDistanceKm:
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Configuring Email

jdsuOtuAlarmEventPeakAlarmSpecificInfos. jdsuOtuAlarmEventEn-
tryPeakAlarmReferenceTopLevelDb:

jdsuOtuAlarmEventPeakAlarmSpecificInfos. jdsuOtuAlarmEventEn-
tryPeakAlarmMeasuredTopDistanceKm:

jdsuOtuAlarmEventPeakAlarmSpecificInfos. jdsuOtuAlarmEventEn-
tryPeakAlarmMeasuredToplevelDb:

jdsuOtuAlarmEventPeakAlarmSpecificInfos.jdsuOtuAlarmEventEn-
tryPeakAlarmGpsLatLong

Configuring Email

1 Click on the icon

2 Click on Edit from the Email window to modify the parameters

Figure 42 Email configuration
3 7

—_
Wy =

Save Cancel

]
Email I
7]

25 No Security (Default)[w |

=] 1 otu-5000e-5329@viaviso Philippe. Chapon@viavis| Alarm otu-8000e-5328
2 otu-5000e-5328@viaviso 9 = |Gregory listaert@viavisol 1 0 = Alarm otu-8000e-5328

Enable Email

4  Fill your SMTP server hostname or its IP address (ask your IT); if you let it empty,
it tries to find a smtp server on the network.

5 Setthe SMTP server port (25 by default). If your SMTP requires secured protocol,
you can select STARTTLS (port 587) or SSL/TLS (port 465).

If your SMTP server requires authentication, fill the login/password fields.
Select whether you want to attach OTDR traces to alarm sent by Email.
Add a new Email receiver by clicking on New button.

Fill his email address.

Update the Email alarm Subject.

- = O 00 N O

- o

Save the configuration and send a Test Email by clicking on Test button.

Email content example:

RTU : otu-8000e-sd (10.33.17.111)
Alarm type: OPTICAL

Timestamp: Dec 07 2015 - 16:52
Severity: CRITICAL

40
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Chapter 7 Configuration
Configuring Email

Link name: Link 1 - Port 1
Probable cause: Fiber Cut

Optical distance: 10.503KM
GPS: 37.9152184 -78.5357895

http://maps.google.com/maps/place/37.91522,-78.53579

NOTE

D OTDR acquisition traces and optional kml file of the route are given as an attach-

ment of the email, if email file attachment is enabled.

Email configuration

It is recommended to contact the IT before the following fields are entered.

1 Enter the parameters for email configuration

The examples below are given for simplified gmail and outlook.

Example of standard e-mail configuration

Figure 43 Example of standard email configuration

Email

W)

serversmtp_newco.com File attachmen )
25 No Security (Default)[ v |

1 otu-5000e-622@nswco com john smith@newco_com Alarm otu-8000e-822

Save Cancel

(1w Y oo TR cerpon

Optical switch ports.

e  SMTP server: SMTP Host
—  «serversmtp.newco.com»
* Port/ Encryption : SMTP Port

— The field can be left to default (Encryption type: No Security)

e Login:

— The field can be left empty
e Password:

— Thefield can be left empty
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Configuring Email

Example of configuration with Outlook

Figure 44 Example of email configuration with Outlook

Email Save Cancel

Port 25 No Security (Default)| w |

D ED - GEED

Email | From ) Optical switch ports
= 1 otu-8000e-622@neweco.com |john.smith@newco.com Alarm otu-3000e-622 2

e  SMTP server: SMTP Host
— The field can be left empty
e Port/ Encryption : SMTP Port
— The field can be left to default (Encryption type: No Security)
* Login:
— The field can be left empty
 Password:
— The field can be left empty

Example of configuration with Gmail

Figure 45 Example of email configuration with Gmail

| @

oot smip.gmail. com File attachment (/)
Port 587 STARTTLS [v]
Login [john_smith@gmail.com

Optical switch ports
*] 1 otu-8000e-622@viavisolutions.com ||john.smith@gmail.com \Alarm otu-8000e-622 2

e SMTP server : SMTP Host

—  « smtp.gmail.com »
e Port/ Encryption : SMTP Port

—  Port: 587 / Encryption: STARTTLS
* Login:

— Gmail address
¢ Password:
—  Gmail password

2 In case of gmail, in your google account, first email can be blocked.
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Chapter 7 Configuration
Configuring Email

Figure 46 Google message about email blocked
Google (o)

Examine the connection attempt blocked

Hello Sylvain,
We just keep a less secure application access to your Google Account
s d@gmail.com

Less Secure Application
Thursday, September 22, 2016 16:13 (UTC)

Do you recognize this activity?
I you have not recently received an error message when tying to access a Google service
(such as Gmail) from another Google application, it is possible that someone else has
access to your word password

SECURING YOUR ACCOUNT

We will continue to block attempts to connect to your account from this application because it
provides security or is obsolete problems. You can leamn to change your settings to grant
access (o less secure applications, but it can expose your account

3 In Google account, enable access to less secure apps:

Figure 47 Turn on access to less secure apps

< Less secure apps

A confirmation email informs you the SmartOTU can send emails in your gmail
account.

Google Access for less secure apps has been turned on - Access for less secure apps has been turned on

4  Click on Test button to send a test email on your gmail account.
The email is received in your Google mail box.

_’ me Alarm o0tu-8000e-622: INFO - RTU : otu-8000e-622 (10.33.16 18:30

Google Access for less secure apps has been turned on - Access 18:29

Email filtering
It is possible to define different email recipients according to the monitored fiber.

For example, for fiber connected on port 1 & 2, User1 is notified, for fiber connected on
port 2,3 & 4, User 2 is notified, etc.

1 Select the recipient for which ports must be defined

2 Click on the button Filter/Port.

3  Select/Deselect the ports for which recipient is notified / not notified.
4

Click on Ok to validate the configuration.
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Configuring the Login and password

Figure 48 Email Setup: ports assignation for different recipients

Email: john.smith@gmail.com

Configuring the Login and password

1  From the top menu bar, click on user name

2 Click on Edit to modify your credentials.

Figure 49 User credentials

. Change password Sal.'e Cancel

Login admin
f— T
[ []]1]]

Current password |:|
- Confim new password |:|

NOTE

>

If user credentials are lost, in SmartOTU Local Mode, user credentials can be

changed without giving the old password and current user login is retrieved.

44
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Device Configuration

That section is useful if you have to replace your OTDR module or your optical switch.

Topics discussed in this chapter are as follows:

* “OTDR module” on page 46

*  “Apply a new optical switch” on page 46

e “External Optical switch configuration” on page 46
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OTDR module

OTDR module

Figure 50 OTDR Module

OTDR

Wavelength (nm)

EQTDRVZ_A 1625

Apply a new optical switch

If a new optical switch is detected, an alarm [m—-—-
"Switch Autoconfig" is sent and the web
application automatically displays the Smar-
tOTU Setup screen with a warning:

onfirm new internal switch detected Shquer

OTU Setup #

You must confirm the new optical switch by clicking on Apply button.

Figure 51 Confirm optical swtich detected

Optical Switch
A Confirm new internal swilch detected @

Detection

Serial Number Inputs. Qutputs

104 1 4

Configuration

Serial Number

1074 1 48

NOTE

D If monitoring was already setup and you change the optical switch by a switch with
fewer outputs, an error message will inform you that monitoring tests on ports no
longer available must be removed.

External Optical switch configuration

Ai CAUTION
Only one OSX can be used with SmartOTU.

CAUTION
A\ Pre-requisites for OSX configuration: no monitoring setup on OSX.

If some links are monitored on OSX, power off the OSX from the OSX menu and
reboot the OTU.
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Chapter 8 Device Configuration
External Optical switch configuration

1

On the configuration menu, click on OSX.

Figure 52 0OSX-5000 Setup

Optical Switch ¥ O

A Confirm new switch detected! Apply
Detection
External 1 1 36
Configuration
No switch
2 Press Power Off button to add/remove OSX. OSX power supply is B osx
switched off. oot B
3  Connect physically the OSX. —_
4 Once the OSX is physically connected to the OTU-5000, press o
Power On button. - -
LAN setting edition

To change LAN settings:

SmartOTU must be in local mode: your PC with the web browser must be
connected on SmartOTU local Ethernet interface (RJ45 "BCK/LOC") and you
must push the Local button on SmartOTU.

Connect to SmartOTU application on your web browser with the url: http://
192.168.1.1.

Click on the icon and click on Edit to configure Network Settings:
— the SmartOTU hostname (used when DHCP is enabled)

— DHCP can be enabled/disabled

— If DHCP is disabled, IP settings can be modified

Click on Save to save the settings.

Figure 53 Network settings

OTU Setup

Running 04393 v4.03 OTU 8000E

A Changing OTU et aafauatio
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External Optical switch configuration
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Maintenance

This chapter describes the maintenance procedures for the SmartOTU.

To access the maintenance, click on Maintenance link from the Setup screen:

OTU Setup

iencer Running OTU serial number 5329 OTUvwersion V585 OTU type.

Topics discussed in this chapter are as follows:

e “Update SmartOTU date-time” on page 50

*  “Software update” on page 50

*  “SmartOTU Configuration backup” on page 51
*  “SmartOTU configuration restore” on page 51
* “Add a License” on page 52

e “Enhanced Security option” on page 52

e “Alarms” on page 53

OTU 80008

SmartOTU-5000 User Manual
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Chapter 9 Maintenance
Update SmartOTU date-time

Update SmartOTU date-time

To update the SmartOTU date-time, from the SmartOTU Maintenance page:

1 Click the Update button on the parameter
Update OTU date and time.

Maintenance

Update OTU date and time Reboot OTU device

The date and time will be updated according to the computer date and time.

Software update

1 From the Software update section of the Maintenance screen, download on your
PC the new OTU-5000 release from Viavi http://otuSk.updatemyunit.net site.

Figure 54 Update software

Maintenance

Reboot

Reboot JEEEELCUE Sizrt B

Update software

Current installed version: V16.97
OTU update file
1 - Download update

otu-5000-16.99 tar - Version: V16.97 «»
http://otusk updatemyunit.net

2 - Upload software release [ )mnm—m——mmm—— 2
3 - Updaie el y)—————— 4

2 Select the Upload button to upload the release from your PC to the SmartOTU.

You are asked to select the release to upload to the
SmartOTU with the Browse button.

3 Select the release (of the form *.tar) and upload it.

Figure 55 Update OTU-5000

Update SmartOTU

Update SmartOTU otu-5000-16.99.tar
Status

Current installed version: V16.99

Upload

otu-Ekv2-5.88 taroz

&«

3 18 MBls (485 Mbls)
—E=

Details

4  When the upload is completed, close the upload dialog and select Update button.

You are asked to start the update.
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Chapter 9 Maintenance
SmartOTU Configuration backup

5 Select the Start update button.
The SmartOTU starts the update and will reboot at the end of the update.

SmartOTU Configuration backup

The full configuration of SmartOTU is backed up: monitoring setup, Email ,SMS, SNMP,
Setup, Passwords...

1 From the Backup/Restore section of the Maintenance screen, click on the
Download button.

2 Click on Yes in the dialog box to confirm the generation of the backup of the
SmartOTU configuration (monitoring tests, full SmartOTU setup).

Figure 56 Backup download

Info
3 | Info
OTU backup creation and download in background. Do you Download of the file started. Please, wait until your
2 want to continue? navigator notifies the end of download.
—D0M @

3 Adialog box informs the downloading is in progress. Click Ok to close the
window.

When the download is finished, the browser proposes to save the file

SmartOTU configuration restore

1 From the Backup/restore section of the Maintenance, select the Upload button.

2 Click on Browse button to choose the backup file you want to restore on Smar-
tOTU.

Click the Upload button.

4  When the upload is finished, click on Yes confirm the start of the restoration of the
SmartOTU and the reboot.

Figure 57 Restore configuration

Upload backup on OTU
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Chapter 9 Maintenance
Add a License

Add a License

Licenses are installed when the product is ordered.
They can also be added later if needed.

Current available licenses are:

— Enhanced security Pack (HTTPS)
— OTU5000 PEAK MONITORING FOR SMARTOTU (Ref: E9E-PEAK-MON)

If the license needs to be added by yourself, click on upload, to install the file provided
by Viavi.

Please consult your sales representative to get it

Figure 58 Upload License file

Upload license

[ Parcourr...”|

Enhanced Security option

Enhanced security option enables the use of HTTPS instead of HTTP.
By default in “enchanced security” SmartOTU uses self signed certificates for HTTPS.

In order to change the self signed certificate, install the private key and the certificates
through the SmartOTU web interface:

1 Upload the private key, the certificate and the chain certificates (or intermediate
certificate).

Figure 59 Upload private key

Upload ssl private key

| Parcourir...

2 Reboot the SmartOTU to use the new ssl configuration.
Areboot is required to take into account the certificates.

NOTE

>

The SAA (SmartAccesAnywhere) is not compatible with enhanced security
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Chapter 9 Maintenance
Show SmartOTU

Firewall edition with enhanced security License

In the Firewall Setup, the parameter Enabled (custom) is available only with enhanced
security license.

Figure 60 Firewall custom configuration

OTU Setup

Sequencer  Running OTU serial number 622 OTuversion V5,13 CTUype  OTUGINIE Software options  ENHANGEDSECURITY
Network
Hostilame  ou-8000e-622 Firewal Disabled

© Enabled
®) Enabled (custom) 9 <—
DHCP v Gateway  10.33.19.254

Ip Address 10.33.16.247 Domain
Subnet Mask  255.255.252.0 DNS 10.492.132

*  This parameter must be configured by advanced users only.
* Anincorrect syntax can make the product unusable.

Figure 61 Firewall rules edition

Warning! Firewall rules edition
¥

X
B INPUT DROP

-P FORWARD DROP

-B OUTBUT ACCEPT

<A INPUT -5 127.0.0.1 4 Io § AGGEPT

- INPUT - o ACCEPT

- INPUT -m conntrack ~cistate RELATED, ESTABLISHED 4 AGCEPT
A INPUT - e

tep —dport 80 J ACCEPT
-A INPUT - eth2 -p tep ~dport 80 § AGGEPT
-4 INPUT - ethd -p tep ~dport 443 § ACCERT
- INPUT 4 eth2 -p tep —dport 443 § ACGEPT
-4 INPUT - eth0 -p tep ~dport 22 § ACCERT
A INPUT e dport 22 J ACCEPT
A INPUT 4 e
A INPUT 4

[o] conce)

Show SmartOTU

From the Maintenance screen, the user can make the LED Status blink onto the OTU-
5000, in order to recognize which OTU-5000 is controlled by the Web Interface:

1 On the upper part of the screen, press Start button of the Show OTU zone.
The LED Status of the concerned OTU-5000 starts blinking.

Alarms

Clear all alarms to force a full resynchro

From the Alarms section of the Maintenance, select

Alarms,

Delete all alarms
Delete link alarms @) Criical: erizon

All SmartOTU alarms will be removed.
Optical alarms will be re-generated by monitoring.
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Chapter 9 Maintenance
Alarms

NOTE

Z If you have a snmp manager you should also remove all alarms from your manager
to be synchronized.

Individually clear an alarm to force its detection

From the Alarms section of the Maintenance screen, you can individually delete an
optical alarm.

1 Click on the blue arrow and select an alarm in the parameter Delete link alarms.

2 Click on Delete button o nthe right of the screen.

Figure 62 Select one alarm and delete it

Alarms
alarms Delete all alarms
inkalarms () Critical: Verizon 2
1 D critical: Link
O critical: Link 1
0 Crifical: Verizon

NOTE

D If you have a snmp manager you should also remove that alarm from your manager
to be synchronized
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